DAS\BEST RDS solution for work at home for COVID-19

SOLUTION ONLY WORKS ON WINDOWS 10 COMPUTERS
***MAC COMPUTERS ARE NOT SUPPORTED***
YOUR WORK COMPUTER MUST BE ON

Open Internet Explorer — This has been tested for this browser only. It
will definitely not work with Chrome and FireFox.

Go into settings on your home device:

Select the Security Tab
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Click the box “Reset all zones to default level” for Internet

Internet Options ? >

General | Security  Privacy Content Connections  Programs — Advanced

Select a zone to view or change security settings.
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Internet Local intfranet Trusted sites  Restricted
sites

Internet

Sites
g This zone is for Internet websites, e
except those listed in trusted and

restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
- - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

Cancel Apply

Reboot your pc



Open Internet Explorer
Navigate to www.office.com
Enter your state Email account and password

Approve sign in request (Multi-Factor Authentication - MFA)

a® Microsoft

Sign in

m@ct.gnﬂ

Mo account? Create one!
Can't access your account?

Sign-in options




Go to All Apps
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Start naw

Outlock OnaDrive

Recent Pinned  Shared with me
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Fecel PowerPoint  OneNote

Discaver

SharaPaint

Install Office

Teams

T Uploadand open.. =

You can select the available option: BEST-RDP11 or BEST-RDP21 — Do
not select DOT-RDP if it is visible — IT is still working on this solution

Office 365  All Apps  Tips and Tricks

Calendar
Schedule and share meeting and event times, a

MyAnalytics

Create better work habits with insights into your..

People
Organize your contact info for all your friends, f.
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PowerPoint
Design professional presentations.

Teams
The customizable, chat-based team workspace i

All Apps

Add-Ins BEST-RDP Calendar
|
Qutlook People Planner

Delve
Get personal insights and relevant information.

OneDrive
Store, access, and share your files in one place.

Planner
Create plans, organize and assign tasks, share fil

SharePoint
Share and manage content, knowledge, and ap...

Video

Share videos of classes, meetings, presentations.
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FootPrints

PowerPoint

Excel

Delve

Power Apps Power Autom...

Excel
Discover and connect to data, model and analyz.

OneNote
Capture and organize your notes across all your

Power Apps
Build mobile and web apps with the data your o.

Stream
Share videos of classes, meetings, presentations

Word

Bring out your best writing,

MicrosoftAzu

Stream

]

MyAnalytics

Forms

Tasks

SharePoint

Add-Ins -

Forms
Create surveys, quizzes, and polls and easily see.

Outlook

Business-class email through a rich and familiar..

Power Automate
Create workflows between your apps, files, and..

IO .

Tasks
Create and manage tasks in Outlook.
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OneDrive OneNote
Teams Video



Type your state EMAIL user name on the Access screen, enter the
following:

Exec\(username)
Enter your password (email password)

See example below

Work Resources

’_‘ ) RemoteApp and Desktop Connection

Domain\user name: Iexecw

Password: Iooo.oo.oooooaool

Security

Warning: By logging in to this web page, you confirm
that this computer complies with your organization's
security policy.

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again.




Click on the Remote Desktop Connection Icon

e
Work Resources .

’_‘ ) RemoteApp and Desktop Connection

RemoteApp and Desktops Help Sign out

Current folder: /

L)

Remote
Desktop
Connection

28 Windows Server 2016 Microsoft

Click Cancel on the “do you want to save” message

Do you want to save cpub-mstsc-QuickSessionCollection-CmsRdsh.rdp from rdp-ctgovexec.msappproxy.net?

Click Allow to run the following add-on message

This webpage wants to run the following add-on: 'Microsoft Remote Desktop Services Web Access Con..." from 'Microsoft Corporation’.




Click Connect on the RemoteAPP Windows

|
B RemoteApp >

A website is trying to run 3 RemoteApp program. The publisher of this RemoteApp
program cant be identified.

This RemateApp program could ham your local or remote computer. Do not connect to run this program
unless you know where this program came from or have used it before.

% Publisher: Unkmnown publisher
[ Type: RemoteApp program
Fath: mstsc
Mame: Remote Desktop Connection

Remote computer: BEST-ROGATEWAYZ EXEC DS STATECT.US
Gateway server: rdp-ctgovexec msappproxy.net

Allow the remote computer to access the following resources on my computer:

[ ] Drives Clipboard
[ ] Cther supported PnP devices Printers
Audio recording

Changes to these options apply to this connection only.

\f Hide Details Connect |




Enter your password one more time (Email Password)

Windows Security *

Enter your credentials

Type your user name and password to connect to BEST-
RDGateway2.exec.ds.state.ct.us
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F355word

More choices

S B RemoteApp — X

Starting your app

Initiating remote connection...

@I Show Details




Click Yes on the RemoteApp Window

= Pﬁmnteﬁkpp *

The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
securty certificate. f may be unsafe to proceed.

Certificate name
@ MName in the cerificate from the remote computer:
BEST-RDGateway1 exec.ds state ct .us
Certificate emors

The following emors were encountered while validating the remote
computer's cerfficate:

The cerificate is not from a trusted certifying authaority.

Do you want to connect despite these cerfficate emors 7

[ ] Don't ask me again for connections to this computer

View certfficate... Yes




In the Computer field type the IP address of the machine provided to
you (IP address can change if the machine is rebooted) and click

Connect. If you have any problem email the helpdesk at
dot.helpdesk@ct.gov

Arces
op Connection
%
| Remote Desktop
»¢) Connection
Computer: | Example: computer fabrikcam .com w

User name:  Mone specified

The computer name field is blank. Enter a full remote computer
name.

{x  Show Options Connect Help


mailto:dot.helpdesk@ct.gov

Select Use a different account
Type conndot\(dot username)

Type your account password (DOT Windows password)

Windows Security X

Enter your credntials

)

These credentials will be used to connect to 10.10.15.55.

9 conndot’ leess

S0 RRRBERS

Domain: conndot

I:l Remember me

More choices

R
EXEC e

e Use a different account

OK Cancel




Click Yes to connect on the Remote Desktop connection window
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|"'i] The identity of the remote computer cannot be wverified. Do
¢/ you want to connect anyway? L

The remote computer could naot be authenticated due to problems with its
securty certificate. it may be unsafe to proceed.

Cerificate name

_EJ MName in the certificate from the remote computer:
DOT-WTCDTS28.DOT.CT.GOV

Certificate emors

The following emors were encountered while validating the remaote
computer’s certfficate:

I Arevocation check could not be performed for the certficate.

1" The cedificate or associated chain is invalid (Code: T 10000).

Do you want to connect despite these cerfficate emors?

View certificate... es Mo

You should be now be connected to your pc using the RDP session
without the need for VPN

10.10.15.35

If you have any questions or you need help, please email the DOT
Helpdesk: dot.helpdesk@ct.gov
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